ASP SiteWare Security fix for the following products:

AutoDealer V.1
AutoDealer V.2

This fix is for product purchases prior to April 1, 2007.

autoDealer is vulnerable to SQL injection. A remote attacker could send
specially-crafted SQL statements to the detail.asp script using the iPro
parameter, which could allow the attacker to view, add, modify or delete
information in the back-end database.

To correct this problem change the code in the inc_detail.asp file as follows:
On or about Line 29 where it may read:

Dim rsDetail__MMColParam

rsDetail___MMColParam = "0"

if (Request.QueryString("iPro") <> "") then rsDetail__MMColParam =
Request.QueryString("iPro")

Change the entire section to:

Dim rsDetail___MMColParam

rsDetail___MMColParam = "0"

if (Request.QueryString("iPro") <> "") then rsDetail__MMColParam =

Request.QueryString("iPro")

if not isnumeric(rsDetail__MMColParam) then
rsDetail___MMColParam = -100

end if



